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Verifiable documents

 Slides
. https://bit.ly/tt-webinar-2-slides

*  Workshop materials
»  hitps://bit.ly/tt-webinar-2-workshop
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Prerequisites

* Nodejs
*  GitHub account
« Basic cli usage knowledge

*  Optional

Metamask account (wallet)

. Domain name (issuer identity) Ether (gas) = cryptocurrency = digital currency.

O

GitH“b METAMASK
<%+ netlify

Some of the platforms referenced in this workshop.

* Netlify account (custom document renderer)
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Verifiable document + Open Attestation CLI (oa-cli)

e Do read these:

. https://www.openattestation.com/docs/integrator-section/verifiable-document/overview

. https://qgithub.com/Open-Attestation/open-attestation-cli
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What you will learn

N o o bk~ Wb

Create a wallet

Deploy document store
Configure DNS

Create raw document
Wrap document

Issue document

Read document
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Additional topic

1. Deploy custom renderer
Deploy a custom document renderer on Github, with Netlify

Make edits to custom document renderer
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Overview

_ Configure
TXT'Recqrd' / ~ bAﬁ &%‘ / @

7 documentStore

< Tssve document

- documentStore

@ merkleRoo (o]
be Plo(’ KieRoot

document rorloner
store

Wallex Metomask Riganty, 7/ W

json Rile wallet account

I privateKey privateKey B

~ merkleRoot

/ 7 7/
7 ertierooy 7 / 7

| % documentstore 7 ~ documentStore M/%’ iFrame src <
- Stemplate.url = / ~ $template.url L= 2

@ Create @ o

& wedlar ap document
Document | | | Document &
'~ docwneﬁtstote 7 7 - documentStore
= $teuplate urt 7/ - $template.url

\/

Qre,od'e_ raw document
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Introduction

AUTHORITY
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What can be considered a verifiable document?

« Examples can be:

E-invoice

Certificates "issuers": [

Packing List 1,

Purchase Order > | "$template": {
| 3%

“"name": "John Doe",

"institute": "Institute of John Doe",
"foo": {

}
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Install open-attestation (oa-cli)

1. Make sure you have nodejs installed

2. Install open-attestation-cli globally

* npm install -g @govtechsg/open-attestation-cli

. https://openattestation.com/docs/component/open-attestation-cli

. https://github.com/Open-Attestation/open-attestation-cli#setup

3. Check if successfully installed
* open-attestation --version

*  open-attestation --help
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Create wallet

AUTHORITY
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Create wallet

Dws ’ @ Ropsten

_ , Configure
, 4— Dws
TXT Re:ord' / &*"

documentStore

T/l <—— resve document

® e e el
= merkleRoo! &P oy

Deplo
. custom

document
store renderer
Wa“e;f Metomask Bdidails, 7 7
Json Pile wallet account Cus ender:
I privateKey privateKey B
< merkleRoot / '//f / ~ merkleRoot
- docunentstore | ~ documentStore ___,sv—--“""/—5> iFrame src <
+ $template url =~~~ / ~ $template . url _ e +7

D eroee \ ]

@ Wrap document

a WQ“cl'
Document | | | Document &
'~ docunentStore / 7 - documentStore
= Steuplate urt 7/ - $template.url

\/

Qre_od'e, raw document
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Create wallet (oa-cli)

1. Generate a wallet json file {} wallet.json X
- open-attestation wallet create --output-file wallet.json --fund ropsten ignalierison , S , .
{"address$:"b4ab7b9446754894cc931f925eb0fb08f8e1d029",
2. Create a password for your wallet L e L AT L
Crypto":{ H ipherparams":
3. Save your wallet public address somewhere in case you forget : ) S SULON

"ciphertext

/€ )C / baCc8Y0b¢

4. Never lose your wallet file, keep it safe

bdat

"mnemonicCounter":
"mnemonicCiphertext’
"path":"m/44'/60"'/0

https://ropsten.etherscan.io/address/Oxb4ab7b9446754894cc93ff925eb0f
b08f8e1d029

=T Y INFocomm
I l MEDIA

: \ ‘ DEVELOPMENT
cov AUTHORITY
SINGAPORE
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Create wallet (metamask)

1. Install Metamask extension

. https://metamask.io/

1. Create some wallet accounts

2. Request for some ethers

. https://faucet.ropsten.be/

. https://faucet.metamask.io/
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Deploy document store
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Deploy document store

s ®

, Configure
TXT Re:ord' Z &*"

Rops-i—en

documentStore

/ ) /<=“=== Tssve document
4 - documentStore ) l
\ - merkleRoo o
:De_Ploy oot e ploy
custom
document
rerderer

— store

A
T\

waller eorss Document | ' Document/d
Json file wallet account 7%

Custom Renderer

I privateKey privateKey

~ merkleRoot

- merkleRoot 7
~ documentStore ~ documentStore ____,99—-/‘_5> Ariske ok P
~ $template . url 7 / - $template . url L —e——" 7

@ Create @ "

o wollod ap document
Documernt | 1 | Documert A
~ documentStore 7 - documentStore
%, Steuplate urt - $template.url

\/

Qre,od’e, raw document
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Deploy document store (oa-cli)

1. Deploy document store with wallet.json

« Command
. open-attestation deploy document-store "<storeName>" --network <mainnet || ropsten> --encrypted-wallet-path <pathToWalletJson>

« Example

. open-attestation deploy document-store "My first document store" --network ropsten --encrypted-wallet-path wallet.json

1. Save your document store address somewhere in case you forget : )
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Deploy document store (metamask)

1. Get private key from metamask wallet account

2. Deploy document store with privateKey

o Command

m  export OA_PRIVATE_KEY=<privateKey>

m  open-attestation deploy document-store "<storeName>" --network <mainnet || ropsten>
o Example

m  export OA_PRIVATE_KEY=2F 12345678

m  open-attestation deploy document-store "My first document store" --network ropsten

3. Save your document store address somewhere in case you forget : )
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Configure DNS

AUTHORITY
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Configure DNS

77 NS,
' O ¢ou¢igure
+ Dws <

Ropsten

TXT Record / documentStore

Trormnction /%ht Tssve document
- Deolo
@ :De_Ploc./ ieLefdot e ploy

custom
document
renderer
store X/
Wa“e;f Metomask A i 7k 7
Json Pile wallet account Cus endler
I privateKey privateKey " 7 /
4 merk;l.ennot / /'// ~ merkleRoot
. docuunfstore 7 ~ documentStore ____,y——-“"‘/_5> iFrame src <
~ Stemplate.url =~~~ / ~ $template.url _——me——"" 2

@ Create @ s

& wedlar ap document
Documernt | | | Document &
~ documentStore 7 - documentStore
%, Steuplate urt 7 - $template.url

\/

Q.re_od'e, raw document
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Configure DNS (oa-cli)

1. Create temporary DNS record
« Command
. open-attestation dns txt-record create --address <documentStore> --network-id 3

«  Example
. open-attestation dns txt-record create --address 0x4B563cAE8F6D4E1a31B1e9217C9DD7DC371c0C1D --network-id 3

2. Verify TXT record

« Command
. open-attestation dns txt-record get --location <domainName> --networkld 3
«  Example

. open-attestation dns txt-record get --location impressive-salmon-egret.sandbox.openattestation.com --networkld 3

SimsMBPgovtech:workshop simboonlong$ open-attestation dns txt-record get location brew.tk networkId 3

(index) type net netId addr dnssec

0 false
1 false
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Configure DNS (domain registrar)

Add Records

1. Add a TXT record

. Value

. openatts net=ethereum netld=<networkNumber> addr=<documentStoreAddress>

« Example 1200
° openatts net=ethereum netld=3 addr=0x4B563cAE8F6D4E1a31B1e€9217C9DD7DC371c0C1D

openatts net=ethereum netld=3 addr=0xF78a7713591517288A950874658728910b1c98dA
2. Wait awhile for DNS to propagate

+  Example used in this workshop is from https://www.freenom.com/ + More Records

Adding TXT record, the example used here is freenom.

3. Verify if TXT record successfully added

. https://dns.google.com/

MULG s MOVE s 4L ST e e

"name": "brew.tk.",
"type": 16,
"TTL": 1199,

"data": "\"openatts net=ethereum netId=3 addr=0x6D31C978c08e929e458AE9IF276C875c9919214Co\""
}.
{

"name": "brew.tk.",

Verified TXT record at dns.google.
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Create raw document
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Create raw document

WS ’ @ Ropsten

, Configure
, 4— Dws
TXT Record Z &%’

documentStore

NN <——  Tssve document
ey - documentstore Deploy

DC_PIOY

custom
document
renderer
store k/
Wa“e;f Metomask i 4 g 7
Json file wallet account endar

privateKey

[™ privateKey

~ merkleRoot
<

~ merkleRoot 7,
~ documentStore ~ documentStore —_—dsv_-‘—__‘_______5> AFrane it
~ $template . url 7 / - $template . url L —e——" 7

@ Create @ ™

a w«“e_—l- P o(ocume_rﬂ'
il 1 | Docoment &
~ documentStore ' 7 - documentStore
% Stepplatg.url’ / / - $template.url
™~
INFOCOMM
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Create raw document

*  Open attestation document schema at:

"version": "https://schema.
. https://schema.openattestation.com/2.0/schema.json edatar. L
) "$template": {
« Test your raw document against full schema at: “name": "cc105e63-583e

. https://www.jsonschemavalidator.net/
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Create raw document

Issuers (Required)
*  Domain name (location)

*  Document store address (documentStore)
$template

*  Custom renderer location (url)

{
“issuers": [
{

"identityProof":
"type": "D
"location": "brew

| B

"name": "Store

"documentStore":

}
1,
“"$template": {
} &8
“name": "John Doe",
“institute": "Institute of John Doe",
“"foo": {

}

“issuers": [

1,

“"$template": {
"name": "custom"
"type": "

"url: "h

} 38

“name": "John

"institute": "Institute of John
“foo": {

}

z-b@1fbb.netlify.app"

Doe"

’
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Wrap document

AUTHORITY
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Wrap document

:b‘(S ' , @ Ropsten

_ , Configure
, 4— Dws
TXT Re:ord' / &*"

documentStore

T/l <—— resve document

® e e el
= merkleRoo! eP oy

Deplo
. custom

o(ocume_n—l—
renderer
store X/
Wa“e;f Metomask 7 - il
Json Pile wallet account ) Custom Renderer

I privateKey privateKey

7 ~ merkleRoot
P

/ ' 7 7
< merkleRoot 7
|~ documentStore 7 documentstore —_p_______,_’_———5> iFrame src
~ Stemplate.url =~~~ / ~ $template.url _——me——"" +7.

@ Create @ \ /
a WQ“cl' Wf‘ap o(ocume_rﬂ'
7 S~
Docw\erﬂ' 1 || Document X
idisesiiiid) ) 7 - docunentStore
- Stemplate url ' - Stemplate,url

\/

Q.re_od'e, raw document
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Wrap document

"version": "https: hema.openattestation.com/2
"data": {
"issuers": [
1,
"$template": {
&
"name" : 3229 4 Defbac L 4
"institute
"foo": {

“"issuers": [
1,
"$template": {
},

“"name"':

‘John Doe",

"institute": "Institute of John Doe",

“"foo": {

}

}
},
“"signature": {
"type": "SHA3MerkleProof",
"targetHash": "c@4ffd6fba@d3edf9 172646097384ec30aa316d27cff4fbb
“"proof": [I],
"merkleRoot": "c@4fTd6fba@d3edf916304e72646097384ec30aa316d27cff4fb616b
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Wrap document

1. Batch wrap documents
« Command
. open-attestation wrap <inputDocumentPath> --output-dir <outputDocumentPath>

« Example

. open-attestation wrap ./raw-documents --output-dir ./wrapped-documents
2. Single wrap document
+ Command
. open-attestation wrap <inputDocumentPath> --output-file <outputDocumentPath>

« Example

. open-attestation wrap ./raw-document.json --output-file ./wrapped-document.json

GOVTEC

SINGAPORE
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Issue document

AUTHORITY
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Issue document

s

_— Dws
TXT Record / S / @ ‘

¥

~ Issve document

- documentStore l
@ ) lo - merkleRoot beP Oy
(X
e //] custom
document
renderer
store X/
Wa“e;f /‘{cﬁamask A i 7k 7
Json Pile wallet account Cus endler
I privateKey privateKey " 7 /
4 merk;l.ennot ’ ,/'// ~ merkleRoot
? '— docuunfstore 7 ~ documentStore ____,y——-“"‘/_5> iFrame src <
~ Stemplate.url =~~~ / ~ $template.url _——me——"" 2

@ Create @ s

& wedlar ap document
Documernt | | | Document &
~ documentStore 7 - documentStore
%, Steuplate urt 7 - $template.url

\/

Q.re_od'e, raw document

Y INEocomm
MEDIA
I l \ ‘ DEVELOPMENT

GOV AUTHORITY

SINGAPORE



Issue document (oa-cli)

* Issue documents with wallet.json
« Command
. open-attestation document-store issue --network ropsten --encrypted-wallet-path wallet.json --address <documentStore> --hash <merkleRoot>

« Example
. open-attestation document-store issue --network ropsten --encrypted-wallet-path wallet.json --address 0x4B563cAE8F6D4E1a31B1e9217C9DD7DC371c0C1D --hash

fd8be91d97c41ecCommand6da8579739af43e9a3113759ef39f494c12b8cdf5cad6e 123
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Issue document (metamask)

* Issue documents with metamask wallet account’s privateKey

« Command
. export OA_PRIVATE_KEY=<privateKey>

. open-attestation document-store issue --network ropsten --address <documentStore> --hash <merkleRoot>

«  Example
. export OA_PRIVATE_KEY=2F1234567
. open-attestation document-store issue --network ropsten --address 0x4B563cAE8F6D4E1a31B1e€9217C9DD7DC371c0C1D --hash
fd8be91d97c41ec6da8579739af43e9a3113759ef39f494c12b8cdf5cadbe 123

SimsMBPgovtech:workshop simboonlong$ open-attestation document-store issue --network ropsten --address
OxF78a7713591517288A950874658728910b1cO8dA --Key o . o C o e em cmmei e e
( --hash c@4ffd6fba@d3edf916304e72646097384ec30aa316d27cff4fb616b23831094

Issuing c@4ffd6fba@d3e@f916304e72646097384ec30aa316d27cff4fb616b23831094 to document stor
e OxF78a7713591517288A950874658728910b1c98dA
A warning Be aware that by using the “key' parameter, the private key may be stored in your machine
's sh history
A warning Other options are available: using a file with “key-file® option or using “OA_PRIVATE_KEY
' environment variable

Sending transaction to pool

Waiting for transaction @xb62a6d9ebad660@92b8dfa776d6dbe410ad760d@29bd2fd8e7dc9a5cc6b3bcbe
6 to be mined

Document/Document Batch with hash c@4ffd6fba@d3e@f916304e72646097384ec30aa316d27cff4fb616
b238310@94 has been issued on @xF78a7713591517288A950874658728910b1c98dA

Find more details at https://ropsten.etherscan.io/tx/0xb62a6d9ebad66@92b8dfa776d6dbe410@ad
760d029bd2fd8e7dc9a5cc6b3bcbed
SimsMBPgovtech:workshop simboonlong$ I
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Read document

AUTHORITY
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Read document

s

TXT Re:ord' /

®

Configure

o(ocume_n—l—

store

Wa“e;f
Json Pile

Metomask
wa”e;f account

I privateKey privateKey
@ Create
a WQI lcl'

Ropsten

documentStore

©

BT < rssve docoment
e

< merkleRoot 7
|~ documentStore
~ $template url

Document/d

~ merkleRoot

- documentStore

Custom Renderer

—P iFrane src
7

- $template . url L —e——"

7

o

@ Wrap document

/\

~ documentStore

- Steuplate url

Document X

- documentStore
- $template.url

\/

Q.re_od'e, raw document

custom
renderer

Custom Renderer

Gov

SINGAPORE

\/

\

J
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Read document

Verify Documents Create Documents Integrate About

« Drag and drop your issued wrapped document now, to see

1 1 H Issued by _
the tUtOrlaI document renderer in action HEALTHY-GREEN-PIGEON.SANDBOX.OPENATTES  ( gﬁ:‘e",zg“:;;"°‘b“" ( Document has been (3 Document esuerhas
TATION.COM
MAIN

&

s v . smusy
f o2 S; Congratulations £= £%

You finished fully the OpenAttestation tutorial by issuing this certificate to

Ul: Reading your documents on TradeTrust website.
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Additional topic:
Deploy custom renderer
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Deploy custom renderer

s ®

, Configure
TXT Re:ord' Z &*"

Rops-i—en

documentStore

T/l <—— resve document

/ - doc:Te:tS:ore ) lo
e ) l merkleRoo &P y
. custom

document
store renderer
i\/
waller ey Document | ' Document/d ik 7,
Json file wallet account 7% ender:

I privateKey privateKey

~ merkleRoot

- merkleRoot 7
~ documentStore ~ documentStore ____,99—-/‘_5> Ariske ok P
~ $template . url 7 / - $template . url L —e——" 7

@ Create @ "

o wollod ap document
Documernt | 1 | Documert A
~ documentStore 7 - documentStore
%, Steuplate urt - $template.url

\/

Qre,od’e, raw document
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Deploy custom renderer

Login to Github and use starter template from this repo:

. https://qithub.com/Open-Attestation/decentralized-renderer-react-template

izi Open-Attestation / decentralized-renderer-react-template Template ®V
<> Code () Issues 1 i Pull requests (¥) Actions [71] Projects [0 wiki () Security |~ Insights

¥ Branch: master ~ Go to file Add file ~ ¥ Clone ~ I Use this template

Click use this template.

Create a new repository from decentralized-renderer-react-
template

The new repository will start with the same files and folders as Open-Attestation/decentralized-renderer-
react-template.

Owner *

@ simboonlong ~ [ workshop-renderer v ]

Repository name *

Great repository names ar 1 workshop-renderer is available. \Fpiration? How about congenial-robot?

Description (optional)

=

Public
Anyone on the irfkernet can see this repository. You choose who can commit.

°5

Private
You choose who can see and commit to this repository.

[ Include all branches
Copy all branches from Open-Attestation/decentralized-renderer-react-template and not just master.

Create repository from template

Click

create repo from template.

Y INFocomm
MEDIA

‘ ‘ DEVELOPMENT
GOVTECH AUTHORITY 40

SINGAPORE


https://github.com/Open-Attestation/decentralized-renderer-react-template

\ 4

Deploy custom renderer

Login to Netlify and add new site

Configure netlify access rights to your renderer’s repo

Add build command + publish directory
. npm run build

. dist

Click deploy to get your public url

https://mystifying-swartz-b01fbb.netlify.app

Create a new site

From zero to hero, three easy steps to get your site on Netlify.

1. Connect to Git provider 2. Pick a repository 3. Build options, and deploy!

Continuous Deployment: GitHub App

Choose the repository you want to link to your site on Netlify. When you push to
Git, we run your build tool of choice on our servers and deploy the result.

@ simboonlong v Q Search
0 s d
() simboonlong/git-learn &Private

Can't see your repo hefe? Configure the Netlify app on GitHub.

Add Github repo to Netilify.

g's team
(6 days ago)

Click New site from Git.

New site from Git

+ Read and write access to checks, commit statuses, and pull requests

Repository access

O All repositories
This applies to all current and future repositories.

@ Only select repositories
[ select repositories ~

Selected 3 repositories

& simboonlong/workshop-renderer X

Danaer zone
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Deploy custom renderer (let’s see)

—

Update new values to raw documents

«  Remember to update $template.name if it's different : )
Run wrap again
Issue the documents to blockchain again
Drag drop again, you should now see your custom renderer : )
Make some edits to your custom renderer and push those up

Drag drop to see your reflected changes : )

o a0 ~w Db~

Detailed steps at:
. https://openattestation.com/docs/advanced/custom-renderer
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Useful links

Documentation
e https://openattestation.com/docs/verifiable-document/overview
Open-Attestation CLI

e https://github.com/Open-Attestation/open-attestation-clittsetup

e https://github.com/Open-Attestation/open-attestation-cli#wallet

e https://github.com/Open-Attestation/open-attestation-cli#deploying-document-store

e https://github.com/Open-Attestation/open-attestation-cli##dns-txt-record

e https://qithub.com/Open-Attestation/open-attestation-cli#wrapping-documents

e https://github.com/Open-Attestation/open-attestation-cli#issue-1

Renderer Template

e  https://github.com/Open-Attestation/decentralized-renderer-react-template
TL;DR

e  https://drive.google.com/drive/folders/117TpQjP5SUO0IVsB84A HxUiOGDIjJLWA4
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